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Role management

Identity audit enhancements
(e.g., attestation, approval workflow, reporting)

' Finer-grained entitlement management
o AC'1 I 5 (o §° 1C11L i ) (SoD, AD group management, etc.)

Web services (SOA) ”‘d

-~

LA g o Ei 2 3 SR, W Helpdesk and service management integration |
Management Usabity estures
(wizards, predefined templates, etc.)

Connected system adapters
(additions and enhancements)

Performance and availability
Workflow enhancements

Delegated administration and
self-service improvements

In scope,
lower priority
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Access Management
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Varfor roller?

e Verksamhetsroller kravs for att kunna
automatisera till hog grad identitets- och
behorlghetsadmlmstratlonen
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IDM - > Provisioning

Systemroller/behorigheter definieras inom
respektive system for att definiera en
anvandares privilegier
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Roller/behorigheter

Attribut
Roll

Verksamhetsroll

Attribut
Roll

Titel
Befattning
Processaktor

System X
Roll/behorighet

Attribut
Roll
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Roller/behorigheter

EXEMPEL.:

Verksamhetsroller Kontorschef
Handlaggare

Kassor

: = Ar medveten
Role Manager dentity Manager och mappar
ill
EXEMPEL:
Access Mask: 10001110

i Roll: Handlaggare
Systemroller/behorigheter LTI =

Grupp: AccessLevel 3



\A Heimoregroup @ve 4%2? SZ”:I

Enterprise Role Management
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Forenklad revision

Automatisering administration
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Enterprise Role Management

e Enterprise Role Management ar
processen att
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Rollexplosion

 Vanligaste rollproblemet
e Nar mangden roller blir en administrativ
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Hur manga roller?

Burton VAAU Burton

- | Median: 1% av population | 6-8% av population | Medel: 14% av population a

10 000 anstallda 10 000 anstallda 10 000 anstallda

100 roller 600-800 roller 1400 roller
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Framgangsfaktorer for rollprojekt

« ”Alla rollprojekt misslyckas”
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 -Etablera identitets- och rollforvaltning
”“e sa het ch IT ik J“;g‘! ""V“‘” A ade R

Acceptans och Mandat!

Fran analys till verktyg
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Varfor misslyckas...

e top-down projekt?

Accepteras inte av verksamheten

Kan inte automatisera provisioning
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Role Lifecycle Management

Top-down

Role
Engineering

Role Refinement
Administration
Certifiering
Attestering
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Angreppssatt for Role Lifecycle
Management

Prioritering
Hitta auktoritara kallor
| Verksamhetsanalys
~|IT-systemanalys
i | Datakvalitet

Definition troskelvarden
Definition regler
Definition associationer
| Data loading
H Role Mining

x
&

Implementation IM Driftsattning
~ [Implementation RM Utbildning
| Test Guidelines Vo e
' Attestering P
Certifiering e

ey

| |Role Refinement “m
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Summering

e Maximal provisioning-automatisering kraver
rollbaserat angreppssatt

”Alla rollprOJekt mlsslyckas
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- ”Top-down” OCH "bottom-up”
- [terativ Role Lifecycle Management
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Vid slutet av dagen...

« Nagon maste avgora vilka association som ar
riktiga
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